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PROFESSIONAL SUMMARY

SOC Analyst L1 candidate with cybersecurity internship experience and hands-on labs in alert triage, SIEM log 
analysis, phishing investigation and network traffic analysis. Builds Python security tools and uses AI-assisted scripting 
and documentation to accelerate routine project work.

INTERNSHIP EXPERIENCE

Cybersecurity Intern
Skillfied Mentor
Developed Python security utilities, completed guided defensive exercises using Kali Linux, 
and documented commands, findings and task outcomes.

07/2026 – 08/2026

EDUCATION

Bachelor of Computer Applications (BCA) - Cyber Security
Teerthanker Mahaveer University
Expected

2024 – 2027
Moradabad

TECHNICAL SKILLS

SOC operations: Security monitoring, alert triage, event correlation, TP/FP/BP classification, incident documentation,

evidence-based escalation, Investigation: Windows Event Logs, Sysmon, phishing analysis, indicators of compromise

(IOCs), network traffic analysis, MITRE ATT&CK fundamentals, Tools: Splunk SIEM (lab), Wireshark, Nmap, Nikto,

Python, Scapy, Git/GitHub, Systems and networking: Windows, Linux, VMware, TCP/IP, DNS, HTTP/HTTPS; EDR
concepts

TRAINING AND JOB SIMULATIONS

Mastercard Cybersecurity Job Simulation
Forage

06/2026

Deloitte Australia Cyber Job Simulation
Forage

03/2026

PROJECTS

Sentinel Desk SOC Investigation Lab
•Built a SOC training application with synthetic alerts and linked identity, endpoint, network and email evidence.
•Added evidence bookmarks, investigation worksheets, saved case status and analyst handoffs.

Incident Response Simulation
•Analyzed 56 synthetic Windows/Sysmon-style events with Python; correlated failed and successful logons with 
PowerShell, DNS and network activity.

Packet Sniffer and ARP Spoofing Detector
•Built a Python/Scapy tool to analyze traffic, detect IP-to-MAC changes, and export logs.
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